Dinko Koruni¢, InNfoMAR

>l RACUNALNOG
KRIMINALITETA







O predavacu

certifikati: LPIC 1/2/3, SUSE Tech Spec,
Novell CLA

BUG, SRCE, CARNet, INfoMAR, Crossvallia
FER, FSB, VSS, FPZ, HGI-CGS, ...

Ured predsjednika RH, Vijethamska vlada,
Ministarstvo financija, Vlada republike
Hrvatske, IGH, Hrvatska narodna banka, 24
sata, Netgen, Sense consulting, Algebra, T-
mobile, VB Leasing, ...

R&D manager - non-mainstream sadrzaj |
Alexa top 200 sajtovi

17 godina Linux/Unix security iskustva



Napomene

predavanje
biti suhoparno | dosadno
ako sto nije jasno,
ako zelite nesto komentirati,
materijala ima i previse
u 2 sata je skoro
o pokriveno povrsno, nedovoljno tehnickih Cinjenica
fokusirajmo se na

Izvori su brojni (sigurnosne liste, sigurnosne
Web stranice, AV/firewall/itd. proizvodaci)



Tipovi
racunalo kao objekt napada:

napadi
maligni kod -
racunalne mreze ili uredaji kao objekt:
stalking
prevara i krada identiteta -
Informacijski rat -



Tipovi (2)

krada lozinki, kreditnih kartica, korisnickih imena
| ostalih podataka radi koristi

lazni e-mail, IM poruke
zlonamjerni WiFi, manipulacija URL-ovima

kriminalna, financijska, kloniranje identiteta,
medicinska, itd.

llegalna imigracija, terorizam, phishing,
Spijuniranje, krada kreditnih kartica, dizanje
kredita, itd.



Krivulja opasnosti

Mobile/Phone

| S
dentitats Attacks

Diebstahl

Schwichung
von Produkten

& Standards Cyber War Malware

VolP Threats

Viral Attacks through
Social Networks

RFID Threats/NFC

3D Printing

Virtualization Threats

Smart Metering Attacks

Drive-by-Infections

Pay-per-Install

Desktop
Malware

Staatliche
Uberwachung

Botnets (highly automated)
Skimming (Switzerland)

Phishing/Pharming

Credential
Stealing/Guessing

Injection Attacks

Technology Peak of Trough of
trigger Inflated irrelevance
hyperbole

» Maturity

Plateau of
permanent
annoyance

Slope of
enlightenment



Juice jacking

\/4
YOU SHOULD NOT TRUST PUBLIC
KIOSKS WITH YOUR SMART PHONE.

INFORMATION CAN BE RETRIEVED OR DOWNLOADED WITHOUT YOUR CONSENT. LUCKILY
FOR YOU, THIS STATION HAS TAKEN THE ETHICAL ROUTE AND YOUR DATA IS SAFE.
ENJOY THE FREE CHARGE!



Juice Jjacking - USB condom




Online ranjivost

- 47% svih ranjivosti je u Web
preglednicima

- skoro svaki paket ranjivosti i za
Internet Explorer

- Java ranjivosti na drugom mjestu
- Adobe Reader na trecem mjestu

M Browsers Adobe Flash Player
M Oracle Java Microsoft Office

B Adobe Reader

| Android0S

@ Kaspersky Lab



Online ranjivost

Q3 2014 Cak 26.641.747 jedinstvenih
zlonamjernih objekata

top 3 opasnih:
zlonamjerni URL: 59.83%
adware: 14.46%
trojan: 13.13%

top 5 izvorista:
USA 33.12%
Nizozemska 17.74%
Njemacka 13.48%
Rusija 9.12%
Ukranija 4%



Online ranjivosti — geo
raspodjela opasnosti

Bo-14 | 14-19 19-24 [ 24-30 [ 30-47



Mobilne ranjivosti

napadaju se uredaji (operativni sustav) i aplikacije
razlog:

prikupljanje korisnickih

podaci
trojani
razgovora, nadzor, itd.

vektor napada:

Infekcija Web stranica

ukradene aplikacije ( )
sa infektivnim adresama
(Android)

10.000.000 jedinstvenih zaraznih objekata u 2013



Mobilne ranjivosti — izvori

TOP THREAT VECTORS

Mobile Environment Shifts Behavior

Pornography - 22.16% — 19.69% - Web Ads/Analytics

Suspicious - 14.09% — —16.68% - Suspicious

Computers/Internet - 7.26%

Web Advertisements - 5.69%

Entertainment - 4.99%

Unrated - 4.30%
Search Engines/Portals - 3.69%

—16.55% - Pornography

—4.19% - Mixed Content/Potentially Adult

B —4.10% - Uncategorized
—3.79% - Audio/Video Clips
3.43% - Entertainment

Other - 37.82%
31.57% - Other

November 2012 February 2014

Figure 3: Shift in behavior for mobile users



Mobilne ranjivosti — raspodjela

operativnih sustava

™ Android
98.05%

J2ME
1.55%

M Symb0S
0.27%

W Other
0.13%




Mobilne ranjivosti — raspodjela

tipova opasnosti

4.0% 3.6%

\

M Trojan-SMS M RiskTool
M Backdoor M Trojan-Downloader
Trojan M Trojan-Spy

B Adware Others




Mobilne ranjivosti — Svpeng

krada novca sa bankovnog racuna
Siri se kroz SMS spam

Trojan imitira Adobe Flash Player
karakteristike:

skuplja informacije: , zemlja, provider, OS |
jezik

krade SMS poruke | podatke o glasovnim
pozivima — radi identifikacije banaka

krade novac sa racuna (SMS) za direktno
povezane brojeve

krade korisniCke podatke za online banking



Mobilne ranjivosti — Svpeng (2)

krade podatke o kreditnim karticama: broj, exp
datum,

ucjenjuje korisnika da Ce blokirati telefon i trazi
novac

sakriva tragove (sakriva SMS poruke i pozive od |
prema banci)

dobiva Administratorske ovlasti na uredaju da bi se
zastitio od brisanja
slicne aplikacije
- presrece
- briSe i zamjenjuje postojece banking
aplikacije
—trend 2013 1 2014

trenutan fokus Rusija



Krada identiteta / provale

— ciljane provale (velikih) kompanija
ukupno +62% vise u 2013

velike provale u 2013 vs 156 u 2012
Identiteta u 2013 vs 93m u 2012

top tipovi ukradenih informacija:

kucna adresa, medicinska dokumentacija,
telefonski brojevi, financijski podaci, e-malil
adrese, korisnicka imena i lozinke, osiguranje

https://haveibeenpwned.com/




Krada Identiteta

@mail.ru

O

&
&

andex
Forbes

WianaaTraders

152,445,165
4,821,262
4,789,599

4,609,615
1,247,574
1,186,564
1,057,819
859,777
855,249
530,270
453,427
227,746
202,683
191,540
180,468
158,093
148,366

Adobe accounts
mail.ru Dump accounts

Bitcoin Security Forum

Gmail Dump accounts
Snapchat accounts
Gawker accounts

Yandex Dump accounts
Forbes accounts

Stratfor accounts

Manga Traders accounts
Battlefield Heroes accounts
Yahoo accounts
Cannabis.com accounts
Win/Vista Forum accounts
hackforums.net accounts
AhaShare.com accounts
Boxee accounts

WPT Amateur Poker League
accounts

E

insanelyi

LOUNGE
BOARD

k-
Directory

SONY

S

£
Wzl

m_u

ACUMEN

VLRITICD
(istroPID

116,465
104,097
56,021
55,622
45,018
38,108
37,784
37,103
36,789
35,368
28,641
26,596

20,902
16,919
5,788
3,200

2,239

Pokemon Creed accounts
Insanelyi accounts
Vodafone accounts
Spirol accounts

Lounge Board accounts
Pixel Federation accounts
Muslim Directory accounts
Sony accounts
BigMoneylobs accounts
Fridae accounts
hemmelig.com accounts

Business Acumen Magazine

accounts

Bell accounts
Verified accounts
Astropid accounts

UN Internet Governance

Forum accounts

Tesco accounts



Nezeljeni e-mall / spam

prodaja, malware, phishing, krada e-mailova

prodaja postojecCih e-emailova sa Weba,
foruma, provali itd.

oko 80% spama do 1KB veliCine

vektor - spam botnetovi:
racunala u 2013 vs 3.4m u 2012
botnet — racunala
e-emaila je spam u 2013 vs 69% u 2012

u 2013 vs 30b u 2012

farmaceutski spam: 18% u 2013 vs 21%
adult/sex spam: 70% u 2013 vs 55% u 2012
1 virus u 196, 1 phishing u 392 e-maila



Nezeljeni e-mail / spam (2)

tehnike:
slike — spam: OCR nije uvijek moguc¢
prazan — spam: greska u slanju
povratni — . napad refleksijom

sadrzaj skoro uvijek “izmjenjen’:
V1gra, Via'gra, Vi'graa, vi*gra, \iagra, ...
; servers

razliCite tehnike provjere e-maila:

(Spamhaus, SORBS, SPEWS, MAPS
RBL), :



Nezeljeni e-mail / spam

Izvorista

Odredista

13.37%

28.90%
10.63%

m USA m Ukraine » Colombia M Great Britain i Hong Kong w Taiwan

M Russia ® Brazil Mexico B Germany M Australia Colombia
® Vietnam = India Israel M USA = UAE Russia

® Argentina w France Taiwan M India = Turkey Bangladesh
®m China ® Iran m Other M Brazil W Malaysia | Other
 Spain M Great Britain m ltaly ™ Japan

M Germany Belarus ®m France Canada

= Italy = Romania M Vietnam W Austria



Nezeljeni e-mail / spam (4)

Qualify and GET an iPhoneé!
Qualify and GET an iPhone6!

How to Snag- an Iphone-6

art and Begin-Here Today

3

0LLESEE

|i

ZINre62s

Enter your ZIP for availability:

From: Purchase SMS I Comail.com >
To:

Cc
Subject: Stay In Touch With Your Clients With SMs. Call I

SMS Marketing
In UAE
For AED 0.07/sms

Direct Connections From Operators
Instant Delivery
Web Based / API / Excel Plugins

Promote Your Products & Services
With SMS Marketing

Send SMS Updates To Your Clients

Update Your Clients / Customers With The
. Latest Offers & Discounts

Contact Us For More Information

Com | 97 12 | 97

Click here to unsubscribe

LS



Phishing

‘pecanje” zrtava
osjetljive informacije: korisniCka imena, lozinke,
kreditne kartice

novac
komunikacija iz
banke, IT odjel, drzava, ministarstva, policija, ...
vektor napada
IM (Skype, MSN, AIM), e-mail spoofing
manipulacija URL-ovima, lazne Web stranice
socijalni mediji (Facebook, Twitter, Myspace)
edukacija, | SNI, browseri |



Phishing (2)

From: PayPal Review Department <mgre@n9re.org.k'.\->
To

Cc

Subject: Your PayPal account has been suspended

Take advantage of advanced antifraud technology and tips from
one of the most trusted names in online security, PayPal.

Wi ing Notification

Dear PavPal Costumer,

It has come to our attention that vour PayPal® account information needs to
be updated as part of our continuing commitment to protect your account
and to reduce the instance of fraud on our website. If yvou could please take
5-10 minutes out of vour online experience and update vour personal
records vou will not run into anyv future problems with the online service.

However, failure to update vour records will result in account suspension.
Please update vour records before OCT 1_ 2014

Once vou have updated vour account records. vour PayPal® account
activity will not be intermupted and will continue as normal.

Click here to update vour PavPal account information

Copvright © 1999-2014 PavPal All rights reserved.
Information about FDIC pass-through insurance

Usemame: ufologistx Password: d13a8ble5125 Hostname: fip firedrive.com




Phishing (3)

[ Login - PayPal x
&~ C' | [, 192.99.103.94/devel/us/int/paypal/us/int/index.htm
/ SignUp | Logln i | Help | Security Centre I Search
LOMEH He
orcyrcreyer hitps ' Paypa’ npuHagnexut Paypal
Home Personal Business Products & Services Offers Help

Account login (3}

PayPal Shopping AlLL THE BRANDS YOU LOVE
FOR LESS

Email address

-

PayPal password

| , |

Get up to 20<% off

Go to \ top brands.

|My account v |

Log in

Forgotten your email address or
password?

New to PayPal? Sign up

About | Account Types | Fees | Privacy | Security Centre | Contact Us | Legal Agreements | Buyer Protection |
Seller Protection

VeriSign
Identity
Protection

PayPal. All righis reserved




Phishing (4)

© iTunes Connect x |+

¥ itunesconnect.apple.com.insuranceprotips.com/WebObjects/iTunesConnect.html| c 8 ~ Google
\ orcyrcreyer https :

[LOMEH HE NPUHAANEKUT

& iTunes Connect 'komnanmum Apple

Sign In

Distribute Your Content

= = ~trential Forgot your Apple ID or password?
Get Started »

eserved Privacy Policy

LS

rs




Phishing (5) — zemlje odredista

. Brazil 26.73%

. India 20.08%

. Australia 19.37%

. France 18.08%

. UAE 17.13%

. Canada 17.08%

. Kazakhstan 16.09%
.China 16.05%

. UK 15.58%

0. Portugal 15.34%

B o-7 B 7-10 10-13 00 13-20 N 20-37

© Kaspersky Lab

P OO~NOUILE WNPE



Phishing (6) — tip odredista

20.18%

38.23%

M Banks Online games
17.13%
M Online stores IT vendors
I Payment systems IMS
M Email and search portals o g:gv:;?z?;:fms
28.54%
B Social networking sites B Mass media
Telephone and Internet
- service providers B Other

@ Kaspersky Lab



Phishing (7) — napadnute banke

0.59%
0.76%

0.28%
0.26% top 3 napadnute organizacije:

0.77% 1. Google 10.34%
2.57% \\ 2. Facebook 10.21%
— 3. Yahoo! 6.36%
32.08%
W PayPal Cielo S.A.
24.83% M Visalinc Western Union
B American Express W Epoch

M MasterCard International M MoneyGram
= Skrill Ltd. M Other

Payoneer
© Kaspersky Lab



Cyber warfare/espionage

politicki motivirano
vojni razlozi, terorizam, civilni sustavi
(Internet), privatni sektor

IZnimni resursi
judstvo, novac, vrijeme
primjeri
(NSA, CIA, IDF), (GCHQ,
NSA), GUSIEY)
prisluskivanje, redirekcija prometa itd.
DoS napadi, unistenje podmorskih kablova



Stuxnet

— okriven 2010, jedan od
najslozenijin ikad, funkcionalan 1+ godinu

oko 100 tisu¢a zarazenih racunala
oko 3280 razliCitih uzoraka
cilj napada
Iranski industrijski sustavi, automatizacija separacije
nuklearnog materijala (obogacivanje urana)

Windows + Siemens Step7: oSteCenja nuklearnih
centrifuga, ~20% nuklearnog programa (1000 centrifugi)

nacin



Stuxnet (2)

karakteristike

Inicijalni vektor: kroz USB/HDD
uredaje i samo-izvrSavanje (LNK, PIF datoteke)

(Windows Print Spooler ranjivosti,
SMB ranjivosti, WinCC/SCADA ranjivosti) koristeci
ranjivosti | SMB dijeljene resurse

zadobiva
u Step7 projekte
medu replikama
prema centru, samo-nadogradnje
vlastite od sustava i AV proizvoda
prepoznaje PLC 1 ICS

Siemens PLC-ove madificirajuci PLC kod te
taj modificirani kod



Stuxnet (3)

daljnje karakteristike:
Inertan ako nema PLC | Step7
Sirl se na max 3 racunala
EOL 24.6.2012
: JMicron | Realtek

specificho dizajniran da gada odredeni PLC |
hardversku konfiguraciju



Stuxnet — patient zero

OUTBREAK: THE FIRST FIVE VICTIMS OF THE STUXNET WORM

The infamous Stuxnet worm was discovered in 2010, but had been active since at least 2009.
The attack started by infecting five carefully selected organizations

23.06.2009 28.06.2009 07.07.2009 23.03.2010 26.04.2010 11.05.2010 13.05.2010
L 4 @ @ @
| | ’ ’
| | / ;
| , / 7
/ Zi
/ /
/ /

/ N e i T 7

/ /74/*7 i

s l\ / r/ e

l l
\
A4 4 Y/ “ \‘ GLOBAL
< . EPIDEMIC
= i
L5 O
LS 7 [ ; . \ D _
LS L S L
Foolad Technic Behpajooh Co. Neda Industrial Control-Gostar Kala Electric,
International Elec & Comp. Group, Jahed Company, Centrifuge
Engineering Co, Engineering, component ICS vendor developer
ICS vendor ICS vendor, supplier
THE SOURCE
OF THE GLOBAL
STUXNET EPIDEMIC KASPERSKV'g

© Copyright Kaspersky Lab ZAO. 2014



Stuxnet — odredista zaraze

eugraphic Distribution of Infections

70.00
58.31
60.00
50.00
40.00
30.00
17.83
20.00
9.96
10.00 + 140 5.15
: 140 116 089 071 061 057
0.00 - r | --——|———|—|-
F &F &fF & & &F F & & & &
R e I
o Q ¥ =
\d W ¥ & &
G
Percentage of Stuxnet infected Hosts with Siemens Software installed
80.00
- 67.60
60.00
50,00
40.00
30.00
20.00
1215
8.10
10.00 498
218 218 156 1.25
i - . — —

Iran South Korea UsA UK Indonesia Talwan India Others



Stuxnet — shema zaraze

Infection routine flow

< l Check CFG ‘ : ”"fe;t"' | Injectin services, call Injectin Step7 & nfects !
CFG O §re"'°"abk' export32 call export32 Step7
4 E grives - proje:us
tqual | Regkey NTVDM Trace Setsosssssssssscanasssosnnsssssdosssssssancassnsnsd Sersnsssaansssaadestsnsssnennsananasssnane ;
=19790509
o Not set Create global mutexes
deadline IO
<ty $8 00 T
MNar ) ._1 5 — ————————— —
[wen :n_alllgieoml Create rootkit service Injectin Step7 &
Check OS N LT regkeys call export32
J files ‘ ISR po
XP orless bbb, ok S s e ST T,
[ SetDACL SetSACL |
Setfile times Exit
Create global mutex
Decryptresource 201 AREkL file

Createx.pnf &
.cfgfiles

Files OK

[ Date < 06/24/2012 } :

& 242 & write to disk
Decrypt& load Compare runnin
self fromdisk. Call oy . g
4 wversion number and
export6—get version on disk
version

Mrxnet.sys




Stuxnet — post mortem

vremenska linija
otkriven 06.2010.
29.11.2010. Iranski predsjednik Mahmoud Ahmadinejad javno potvrdio
01.2010. auto-bomba na Teheranskog profesora nuklearne fizike

istog dana dva napada auto-bombom na Iranske nuklearne fiziCare
(jedan ubijen, drugi tesSko ranjen)

01.2012. ubijen direktor Natanz-a auto bombom
|zrael
Gabi Ashkenazi, bivsi Sef IDF-a potvrdio angazman u Stuxnetu

USA

anti-iranski program poceo tijekom Busha i nastavio za Obamom
— potvrdio angazman protivno iraCkom nuklearnom programu
United States Cyber-Consequences Unit program za napad centrifuga

2011. iranska vlada potvrdila da istraga nedvojbeno ukazuje na USA i
Izrael — CIA | IDF

Wikileaks dokumenti ukazuju na kao izvoriste
06.2013. NSA prebjeg potvrdio

daljni razvo;j:



Turla

vrijeme: 2012-2014, izvorni tragovi | ranije
cill napada - vlade i ambasade istoCnog bloka

ambasade u Franckuskoj, Ukraniji, Belgiji, Kini, Jordanu,
Grckoj, Kazahstanu, Armeniji, Poljskoj, Njemackq

kasnije vojni kompleksi, drzavne institucije, istrazivacki
centri, farmaceutske kompanije, ...

sustav infekcije

zarazni Trojan.Wipbot, Tavdig
Infekcija: Adobe Reader, Windows XP i 2003

o CVE-2013-5065 - Privilege escalation vulnerability in
Windows XP and Windows 2003

o CVE-2013-3346 - Arbitrary code-execution vulnerability in
Adobe Reader



Turla (2)

Epic Turla — kampanja zaraze
- Adobe PDF
- malware u “.SCR” datotekama

- Java exploits, Adobe Flash
exploits, Internet Explorer 6/7/8 exploits, lazni “Flash
Player” malware — stotine Web sjedista

trajni nadzor i Spijuniranje
Trojan.Turla, Carbon/Cobra sustav
— trajno skrivanje, administrativne privilegije

otvara trajni prema posluziteljima:
kopiranje datoteka, brisanje, prijenos, , Itd.

enkriptirana komunikacija povrh HTTP upita
nadogradnja u Turlu samo za zanimljive sustave



Turla — SCR malware

primjeri SCR datoteka:

> wosgrar (Arapski: “Geneva
conference.rar”)

NATO position on Syria.scr
Note Nel107-41D.pdf
Talking Points.scr
border_security protocol.rar
Security protocol.scr
Program.scr



Turla — water hole attacks

galego | castellanc

Inicio * Mapa web + Contacto

Concello de | | EMPRESAS

CONCELLO Concello | Servizos municipais

PROMOVAREA ANTREPRENORIATULUL
RURAL DIN ZONA DE GRANITA

Cautare directa
prin folosirea cautarii aveti
acces |la toate documentele

! din cadrul portalului
»

Comisia Europeana

Comisia Europeand - Directoratul General pentru Extindere - Pi
Comisia Europeand - Directoratul General pentru Politica Region
Comisia Europeand - Directoratul General pentru Afaceri econo
Consiliul Uniunii Europene

Parlamentul European

. ) - '
Curtea Europeana de Justitie s e
Curtea Europeana de Conturi Aad A ! G iadl G338 il 35 pean
’ Comitetul Economic si Social 10:45:51 02-08-2014 ( 5,5 jal
Promoting Rural Comitetul Regiunilor (110" 3=)
Entrepreneurship in the Banca Centrala Europeana 1 2 3 4 65 6f2ls 9 %

Cross-Border Region Banca Europeana de Investitii



Turla — zivotni ciklus

1. Visits Waterholed site
Epic victim ’ pbero
pinor.es

I 2. Redirects
3. Installs
4. Comm
Mothership
Proxy C&C (hacked) adobe fagserv.com
blog.epiccosplay.com adobe3.sytes.net
www.hadilotficom image.servepics.com
f [Tunnel]
Proxy C&C (hacked) Proxy 2
2 [Tunnel]
Vpr.com
noraci.com f [Tunnel]
Proxy 1

Epics Attackers

The Epic Turla watering hole attacks: the injected websites
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Turla — shematski prikaz

The Epic Snake: Unraveling the muysteries
of the Turla cyber-espionage campaign

<>

Ongoing
cyber-espionage
campaign

Epic Turla: The early-stage
infection mechanism >

Missiaon: Attackers inject the Epic backdoor into the high-profile
victim’s PC to validate the identity thereof

;> Hundreds of victim IPs
@’ >45 countries
[=100 e =

Cobra system and
Snake malware
platform

Infection vectors:

Watering hole
attacks

Direct
spearphishing
emails

Cobra Carbon system/
Pfinet (+others):

Intermediary upgrades and

e u communication plugins.
ﬂ
Government -
il e ‘ ;0| 2 Snake/Uroburaos:
Military High-grade malware platform that
Research -

and education
organizations

Pharmaceutical
companies

includes a rootkit and virtual file systems

© 2014 Kaspersky Lab



Regin

prvi
prvi uzorci iz 2003, intenzivno od proljeca 2012

provaljuje i prisluskuje GSM mreze uz standardne
tipove napada

modularni, izmjenjivi dizajn
meta.

telekomi, vladine institucije, multinacionalna politiCka
tijela, financijske institucije, istrazivacki centri,
individualni kriptografski i matematicki eksperti

cilj:
skupljanje informacija (emailovi, dokumenti)
usluge novih tipova napada
udaljena kontrola na razliCitim nivoima



Regin — C&C mreza i tuneli

Country 'X' infection

how Regin stays under the radar

Control over infected machines in the targeted
organizations is implemented through one node
(an infected machine in an educational institution)

connected to C&C in India. EdGeational

The attackers can either issue commands to all institution
the victims or command one victim through
another (eg. work with president’s office via the
bank network). This strategy allows the attacker
to' stay under the radar.

President’s Research
office institute

S R =4 GREAT  (KASPERSKY#



Regin — modularan dizajn

Loads (32 bit)

Stage
4

(NTFS extended attributes /
registry)

32 bit usermode dispatcher

(kernel «VMEM sys») (disp.dll)

(32 bit system)

(Windows service / driver) Virtual file system with plugins Executes

Loads / Contains

Loads 64 bit: Executes
- Usermode dispatcher (disp.dll) i
(hard drive area)

Loads (64 bit)

Stage

(~9)

Plugins:
Data theft, traffic interception,
keylogger, making screenshots,
C&C code, general libraries

(Hard drive area)

GREAT KAJPERJKY

lab



Regin — daljnje karakteristike

karakteristike
. Vlastiti VFS
mreza u mrezi zrtve

interna skrivena kriptirana mreza kroz razliCite
(ICMP, Winsock, HTTP, HTTPS, SMB/pipes), zaobilazi
mrezne filtre

jedan od ciljeva

napad bazne stanice tijekom 2008 i prikupljanje
informacija o ¢elijama i sa Celija
C&C centri:

Tajvan (Taichung, kineska provincija), Indija (Chetput,
Thane), Belgija (Brisel)

P2P mreza u srednjeistocnoj zemlji (ured predsjednika,
istrazivacki centri, edukacijska mreza, banka)



Regin — geografski raspored

Geographical distribution
of Regin victims
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Regin - zakljucak

ultimativni clilj:
Belgacom (telefonija, Internet)
NSA prebjeg ukazuje da je to
NSA/GCHQ projekt prisluskivanja Europske
unije, Europskog parlamenta itd.

Operation Socialist — 2010.

(Government Communications
Headqguarters) hackirao Belgacom kroz
lazne LinkedIn stranice — pocCetak daljnjih
napada



Kinesko “otimanje” Interneta

autonomni sustavi
oglasavanje IP adresa

kao protokol za razmjenu

moguca zlouporaba:
AS oglasava prefiks koji nije njegov
AS oglasava vise specifiCan prefiks nego sto
oglasava “pravi’ AS
AS oglasava da moze usmjeravati promet

prema nekom drugom AS-u sa kracom rutom
(neovisno da li je to istina ili ne)

— nije uvijek aktivno i efikasno



Kinesko “otimanje” Interneta (2)
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Kinesko “otimanje” Interneta (3)

15 minuta “Kineske tiSine”
“ukradeno” 11% Interneta (?)

vremenski slijed:

08.04.2010. AS23724 (China Telecom)
umjesto 40ak prefiksa oglasio 37000
jedinstvenih prefiksa

oko 11% prefiksa iscurilo izvan kineske
mreze: dell.com, cnn.com, www.amazon.de,
www.rapishare.com, www.geocities.|p,
mnogo najpoznatijih kineskih sajtova, neki
.mil sajtovi, .gov sajtovi, itd.



Kinesko “otimanje” Interneta (4)




Kinesko “otimanje” Interneta (5)

ukradenih prefiksa:

US => 10547 CA=>425
CN => 10298 TH =>372
KR => 2857 ID => 369

AU => 1650 IT => 338

MX => 885 CO => 328
IN => 719 GB => 322
JP => 604 CL => 302
BR => 592 SE => 281
FR => 508 HK => 276
RU => 471 EC=>272

DE => 227



" Interneta (6)

imanje
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Bothet

= robot + network

mreza povezanih programa
IRC, C&C

vektor

ranjivosti (preglednici, e-mail, itd.), trojanci, ...
tipicho redundantni

veliki broj

nekoliko

komunikacija, viserazinska hijerarhija i
slozenije



Botnet — shematski prikaz




Bothet

namjena:

napadi — veliki broj upita prema
jednom racCunalu/servisu, Cesto se koristi

SMTP spam

krada (kreditne kartice, korisniCka imena...)
— pay per click varanje
— Black-Hat SEO



Botnet - statistike

Average peak attack bandwidth

(Gigabits per second)
9.70
7.76
£
” 45
Q22013 Q12014 Q2 2014

Figure 1: Average peak attack bandwidth soared
during Q1 and Q2, and remains near Q1 2014’s
record setting levels

Average peak attack volume
(Million packets per second)

9.80

12.05

Mpps

347

Q22013 Q12014 Q2 2014

Figure 2: Average peak attack volume has more

than tripled year-over-year and remains near
Q1 2014’ high



Bothet - DD0S

Izvorista:
lazirana | stvarna
tip napada:

90% . modifikacija paketa,
refleksije, itd. — preopterecenije fiziCkih resursa
(propusnost, CPU, RAM)

10% . Zlouporaba protokola (rusenje
I/ili preopterecenje servisa)

postaju nenadogradena, neodrzavana racunala



Botnet — protokol

Infrastructure Layer: 89.29%

ACK: 4 85%

: SYN: 25.73%
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Figure 3: Types of DDoS attacks and their relative distribution in Q2 2014



Botnet — napadnuti
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Figure 5: Industries most frequently targeted by DDoS attacks in Q2 2014




Botnhet — izvorista

Thailand

4.44%
Russian Federation |

4.87%

Turkey
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Figure 6: Top 10 source countries for DDoS attacks in Q2 2014



Bothet — SYN* na Akamail DNS

Border Traffic and Mitigation Pkts for ALL




Skimming




Skimming (2)




Skimming (3)
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